Mnpopmalimonnas naMsTka [isi HeCOBEPIUIEHHONETHHX 110 BOIPOCaM
KnodepbesonacHoCTH

B ceTH «IHTEpHET»

KoMunploTepHbIe BUPYCHI

KOMITBIOTEpHBIH BHPYC - 3TO DPa3HOBHMAHOCTH KOMIBIOTEPHBIX MPOrpaMM,

OTJIMYHMTENBHON 0COGEHHOCTRIO KOTOPO# SIBIAETCS CNOCOOHOCTE K PA3MHOKEHHIO

(konuposanuio). B jomomHeHHe K 9TOMYy, BHUPYCHI MOIYT NOBPEAUTH WM

ITOJIHOCTBIO YHHUYTOQXKHTDL BCE cbaifmm M JaHHBIE, NOAKOHTPOJIBHBIE ITOJIL30BATEIID,

OT MMEHH KOTOPOro Obliia 3amyiena 3apakEHHas OporpamMmMa, a Takke IOBPEAUTD

WK [aK€ YHUYTOXHUTH OIEPAlMOHHYI0 CUCTEMY CO BceMu (aitnamu B LeioMm. B

OONBIIMHCTBE Clly4a€B PACIIPOCTPAHSIIOTCS BUPYCHI Yepe3 MHTEPHET.

MeToab! 3a0MTBI 0T BPEAOHOCHBIX IPOrPaMM:

1. HMcnonp3yit COBpEMEHHEIE ONEPAIIMOHHEBIE CHCTEMBI, MMEIOLIHE
CEePbE3HBIH YPOBEUD 3aIIUTHI OT BPEOHOCHBIX IPOrPaMM;

2. ITocTosnno ycraHaBnuBaii matuu (uu(poBbIE  3aNJIATKH,
KOTOPbI€  aBTOMATHYECKM  yCTAHABIMBAIOTCS C  UeJbl0  A0paboTku
NporpaMMbl) W JIpyrde OOHOBICHHS CBOCH ONEPalMOHHOM CHCTEMBDI,
CkauuBali MX TONBKO C O(HuManeHOro caiita paspaGorunxa OC. Ecnu
CYWIECTBYET PEKHUM aBTOMATHIECKOTO OOHOBIIEHHUS, BKIIIOYH €T0;

3.  PaGorail Ha cBOEM KOMMBIOTEPE IO MpaBaMH IOJIE30BATENs, a
HE aIMHMHHCTPAaTOpa. OTO HE TMO3BOJHAT OONBIIMHCTBY BPELOHOCHBIX
NpOrpaMm MHCTAIIMPOBATHECS HA TBOEM NEPCOHATBHOM KOMIIBIOTEDE;

4.  Hcnone3yd ~ aHTUBHPYCHBIC  NPOTpPaMMHBIE IPOAYKTEI
M3BECTHBIX MPOU3BOJMTENEH, C aBTOMAaTHYECKUM 0OHOBNEHHEM 0as;

A Orpanudb  (QU3MYECKUH  JOCTYIl K  KOMILIOTEPY s
MOCTOPOHHUX JIUIL,

6.  Mcnosp3yid BHEITHME HOCHUTENH HH(POpMALMM, TaKHe Kak
bnemka, auck wmu Qaitn u3 HMHrepHeTa, TOIBKO H3 IPOBEPECHHBIX
HUCTOYHHUKOB;

7 He oTkpeiBali KOMIIBIOTEPHBIE (aWIbl, TONYYEHHBIE M3
HEHAAEMKHBIX MCTOYHMKOB. Jlaxke T€ (haijibl, KOTOpBLIE MpUCIIAI TBOM

3HakoMbIH. JIydlue yTo4HH y HETO, OTIPABIIA JIH OH Tebe HX.



Ceru WI-FI

C nomoumrio WI-Fj MOXKHO IIOJIyYHTH OecrarHbij HHTEPHET-I0CTYN B
O0LIECTBEHHBIX MecTax: Kage, orensx, TOPTOBEIX NIEHTpax u asponoprax. Tak ske
ABJIACTCS. OTIMYHOM BO3MOXKHOCTEIO BeIXOma B Mureprer. Ho MHOrme SKCIIEPTEI
CYUTAIOT, YTO obwenocrynusie WiFj CETH HE ABISIOTCS O€30MaCHBIMY.

Coserwbl o 0ezonacunocTy padoThI B Oﬁlue,IIOCTyIIHbIX cersix Wi-fi

il He nepemapait  croro IHYHY0  mupopManuio yepes
obwenocrynurie Wi-Fj CeTH. Paboras B nux, sxemarensho HE BBOJMTH
HapoJiu 10CTyna, JIOrMHbL U KaKie-To HOMepa;

& Hcnonesyit  u  o6uopsit AHTHBUPYCHBIE MpOrpamMMsl  u
6paHﬂMay3p. Tem campim Th1 obe3onacuins cebs o 3aKa4YKH BUpycCa HA TBOe
YCTPOHCTBO:

3. Ilpu wucnomssopammu Wi-F 1 OTKIIOUM (yHKIHIO «O61mmii
HOCTYn K aiinam u NpuHTepam». [lannas (yHkuus 3aKpeITa 110
YMOJMAHHIO, OJHAKO HEeKOTOpbIe NONIL30BATENHM aKTUBHPYIOT €& s
YA0OCTBA UCHONB30BAHMS B pabore unu yuebe;

4. He wucnonesyii ny6auamsmi WI-FI ans nepemaun mmunpix
AAHHBIX, HANPUMED, /15 BEIXOAA B CONMANbHEE CCTH WM B BIIEKTPOHHYIO
MOYTY;

5. Hcnone3syii Tomsko 3ALIMIICHHOE COENHHEHUE yepe3s HTTPS, a
ne HTTP, r.e. upu Habope BeG-ampeca BEOMM MMEHHO «https://»;

6. B mMobunsHOM TeneoHe OTKMOUH GyHKIMIO «[TONKIIOYe e K
Wi-Fi aBromarmueckuy. He HONyCKal aBTOMATHYECKOTO MOAKIIOYEHMs

YCTpoHncTBa k cetam Wi-Fi 6e3 TBoero corjacus.

Couuanasuele cery

Coumansnas cers - 310 CaHT, KOTOPEI IIPEOCTABIACT BOBMOKHOCTE TIOJM
OCYIIECTBIATh OOLIeHHEe MEXAy coboif B unTepuere. Yame Bcero B Hux s
KQKJIOTO  YCTOBEKA BBINENIAETCS CBOS JIMYHAS CTpaHWYKa, Ha KOTOPOH OH
YKasbIBacT o cebe pasnuunyio HH(DOPMALHMIO, HAYHHAS OT UMCHH, (DaMHIUH U
SAKAHYMBAS TMYHBIME BoTorpadwmsmu. Muorye TI0JIB30BATCNIM HE MOHUMAIOT, YTO
HH(OPMaLIMs, pasMeILeHHas UMK B COLHAIBHBIX CETAX, MOKET OBITH HaiijeHa u
HCIIONIb30BAHA KEM YroAHO, B TOM uMcle He 00sA3aTensHO ¢ Gnarumu

HAMEpEHUSAMHU.



OcHOBHbIE COBETHI MO 0€30MACHOCTH B COUMATBHBIX CETAX:

ls OrpaHuub CNUCOK Apy3ed. Y 1ebs B APY3bsAX HE JOKHO ObITh
CIIyYalHbIX U HE3HAKOMBIX JTIOAEH;

2. amuinad CBOIO 4YacTHYIO Jku3Hb. He ykasbiBaii naposu,
TeneoHbl, ajpeca, aTy TBOCTO POXKACHUA W APYTYI JIMUYHYIO
UMH(bOpMALIHIO. 3TOYMBITINIEHHUKA MOTYT MCITONTB30BaTh axke WHOOpMaIHio
O TOM, KaK Thbl ¥ TBOU POJAUTENH MIIAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3auMinail CBOIO pEemyTalHio - JEpP/KH €€ B YUCTOTE M 3ajaBaM
cebe Bompoc: xorea 0bl Thl, YTOOBI IPYrUe MOJb30BATENM BUAEIH, 9TO ThI
3arpyxaemns? Ilogymaid, mpexae 4yeMm 4YTO-TO OnyOJMKOBATHL, HAlMCATh M
3arpy3UTh;

4. Ecnu Tel roBopumis ¢ JIOJBMH, KOTODBIX HE 3Haellb, HE
MCIIONIb2YH CBOE pealbHOE MMs M JPYTYI0 NHYHYI0 HHQOpPMALMH: HMA,
MECTO JKUTEILCTBA, MECTO YYEOB! U IIPOYEE;

5.  Hsberaii pasmemenus ¢ororpaduii B HMHTepHere, rae Tbl
M300paXeH Ha MECTHOCTH, II0 KOTOPOH MOMKHO OIPEAENHTL TBOC
MECTOIOTIOKEHHE;

6. ITlpu perucrpanmu B  COLMANbHOW CETH  HEOOXOAMMO
MCTIONB30BATh CIOMKHBIE MApoiM, cocrosimme M3 OykB M mupp H
KOJIMYECTBOM 3HAKOB HE MeHee 8;

7. Jlnsl COIMANBLHOM CETH, MOYTHl M APYTHX CailTOB HEOOXOAMMO
WCMONB30BATH pasHele mnaponu. Torma eciam  Tebs  B3IOMAKOT,  TO

3JIOYMBIIIICHHUKH [10J1y49aT JOCTYII TOJBKO K OJHOMY MECTY, 4 HC BO BCC

cpasy.

DNeKTPOHHLIC JeHbIH

DIEKTPOHHBIE JEHBLIM — 3TO O4E€Hb Y/IOOHBIH criocod nuaTexen, OJHAKO
CYLIECTBYIOT MOIIEHHUKH, KOTOPbIE XOTAT HONY4HTh 3TH ACHLIH.

DNeKTPOHHLIE AEHLIM MOSBUIMCH COBCEM HEJABHO M HMEHHO U3-33 STOTO BO
MHOTHX FOCYJapCTBaX JI0 CUX MOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccud ke OHM (YHKITHOHHUPYIOT M O HHX YK€ IPONUCAHO B 3aKOHE, IC
MX pa3/elII0T Ha HECKOIBKO BHIOB - aHOHMMHBIC M HE aHOHHUMHEIC. Paszuuna B

TOM, YTO @aHOHUMHBIC - 3TO T€, B KOTOPBIX pasperacTcia pOBOJUTH ornepaunu 0e3



paeHTHGUKALMKA  TIONB30BaTeNns, a B HE AHOHMMHBIX UACHTU(UKALMH
MOJIL30BATEs SIBIAETCS 06;13areﬂb‘i10171.'

Taioke clneayer pasanyaThk ‘3ICKTPOHHEIE  (pUaTHBIE JACHBIM  (PaBHBI
rocyJapCTBCHHBIM BallOTaM) U “éﬂeKT};}OHHBIC HeuaTHble IEHBrM (HE PABHBI
roCyJapCTBEHHBIM BalIOTaM).

OCHOBHbIE COBETHI 110 Ge3onacHoil padore ¢ 3JIeKTPOHHLIMUA N€HbLIAMM.

1. TIpuBsSKH K cYeTy MOOUIIBHBIM TeNCHOH. BT10 camblil y100HBIH
1 OBICTPBIA cO0CO0 BOCCTAHOBUTL JAOCTYI K CHETY. [IpuBsi3aHHBIN TeNEPOH
NTOMOKET, €CiH 3a0y/Ielllb CBOM MIIATEKHBIH Napoilb KK 3aiICIIb Ha cailT ¢
HE3HAKOMOI'0 YCTPOMCTBA,

2 Wcnons3yil oapHopasosble naponu. llocae nepexoxa  Ha
YCUIIEHHYIO aBTOpHU3aLMIo Tebe yke He OyAET yrpoxarh ONacHOCTb KpaiH
MJIM [IEpeXBaTa MIaTEAHOr0 mapos;

3.  Buibepu ci0xHBIH napons. [IpecTynaukam OyaeT HE MPOCTO
yrajars CIOXKHBIA napoib. HanexHble mapomu — 5TO Naponl, KOTOpeIC
cozepykar He MeHee 8 3HAKOB M BKIIOYAOT B ce0d CTPOYHBIE W IIPOTIUCHBIE
6yKkBbl, LM(PH X HECKOILKO CHMBOJOB, TAKME XaK 3HAK N0JIapd, dynra,
BOCKITHIATENRHEIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBomu CBOM NMUHBIE AaHHBIE HA CalTaX, KOTOpbIM HE

JIOBEpPSELb.

JACKTPOHHAA 010YTa

JNeKTPOHHAS 110YTa — 3TO TEXHONOIUs M NPENOCTABNACMBIC CIO YCILYTH rno
[EPECHUIKE U TOJIyYEHUIO 3TEKTPOHHBIX cOODIE UM, KOTOPbIE pacIpelensaoTes B
KOMObIOTepHOM ceTd. OOBIYHO 3TEKTPOHHBIA MOYTOBBIM AINMK  BBITTIAINT
creayoumM odpaszom: yiMs_TOB30BaTeIs(@nMs_jioMena. Takke KpoMe nepeaatdn
MPOCTOTO TEKCTA, HMEETCH BO3MOYKHOCTD TIEpeaBars (QaiibL.

OCHOBHBIE COBEThI 110 He30IacH0i padoTe ¢ 3JIEKTPOHHON NMOYTOM:

L Hayo BLIOpaTh MPaBUIBHbIH no4TOBBI cepBuc. B MHTEpHETE
eCTh OrpPOMHBIA BBIOOpP GECITATHBIX MOYTOBLIX CEPBHCOB, OJIHAKO JIydIie
NIOBEPSTH TE€M, KOTO 3HAelb U KTO [I€PBBIA B PEUTHUHIE;

2, He ykassiBaii B IMYHOH TO4YTE JIHYHYEO nHdopmalmio.
Hanpumep, jydimie BbIOparh «My3BIKANBHEI_(Qanat@y Win «pok2013»

BMecTO «Temal3»;



3. Vicnone3yd IBYXOTAlHYIO0 aBTOPU3aLMI0. DTO KOTJa TOMUMO
napoJsi HY)KHO BBOJMTb KO/, IPUCHIIAEMBIN 110 SMS;

4. Bribepu cnoksblid napoib. s KaXaoro rnodYToBoro suiuka
JOIKEH OBITH CBOM HaIEKHBIH, YCTOWYMBLIN K B3JIIOMY IApOJib;

5. EciyM ecTb BO3MOXKHOCTH HAalMCaTh CaMOMY CBOH JHYHBIH
BOIPOC, UCIIOJIB3YH 3TY BO3MOMKHOCT;

6. Mcnomp3ydl HECKONBKO IIOYTOBBIX SIIKKOB. IlepBoid s
YaCTHOW NEPENMCKH C ajpecaramMd, KOTOPBIM Thl JIOBEpAELIb. ITO
3JIEKTPOHHBIN apec HEe HAIO MCHOL30BAThH NIPH PETHCTPALMK HA hopymax
U CaMTax;

i He otkpeiBail daiinbl M ApyrHe BIOKEHHS B MUCbMax [axe
€CITM OHM TIPUILIM OT TBOMX [Apy3ei. Jlydlle yTOUHM y HUX, OTIPABIIANM JIK
oHM TeOe 31U hannbl;

8.  Ilocme oxonyanuss pabOTBI HAa NOYTOBOM CEPBUCE MEPEN

3aKPBITHEM BKJIAJIKA C CaiiToM He 3a0y/b HaKaTh HA «BLIATHY.

KunoepOyaauMHr WM BHPTYAILHOC H31CBATENLCTBO
KubepOyyummar — nbecneHOBaHHe COOOLIEHHUSIMH,  COJEpKALIUMH
ockopOeHus, arpeccuio, 3alyMBAHUE; XyJIUIaHCTBO; COLMAIBHOE
OOHKOTHPOBAHKE C TOMOLIBIO PA3NMYHBIX HHTCPHET-CEPBUCOB.
OcHOBHbIE COBETHI 10 60pbGe ¢ KNGepOyLIHHIOM:
1, He 6pocaiics B 6oit. JIyumuii crioco6: MOCOBETOBATHCS Kak cebs
BECTH W, €CIM HET TOro, K KOMY MOXHO 0OparuThCd, TO BHaYaie
YCIOKOUTBCS. Ecmu  Thl HAYHENIb OTBEYaTh  OCKOPOICHHAMH  Ha
0CKOpOIEHHs, TO TONBKO ele GOIbITe Pa3oiIKellh KOHPIMKT;
2. VYnpapjsii ceoell kubeppenyTanuen,
AHOHMMHOCTS B CETH MHHMAs. CymiecTBYIOT  €cOCO0bI
BBISICHUTE, KTO CTOMT 32 aHOHUMHBIM aKKayHTOM;
4. He CTOMT BECTH “XyIMraHckuil o0pa3 BHUPTYalbHOH >KH3HH.
MurepHeT (uKCUpYeT BCe TBOM NEHCTBHUS M COXPAHSET HX. Ynanurth MX
Oyner KpaliHe 3aTPYAHHTCIIBHY; :
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5.  Bemu ceOs BEKIHUBO; -
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6.  WrHopupyii enﬁHHqHLIE HEraTuB. OnHopasoBble
OCKOPOMTENbHbIE COOOILIEHHs JIydlle HTHOPUPOBaThH. OOBIYHO arpeccusi
PCKpalacTCs Ha HaYaNbHPW CTAIMK;

7. ban arpeccopa. B, mporpaMmax o6MEHa MIrHOBEHHBIMH
COOBIIEHNAMH, B COUMANBHEIX CETAX €CTh BO3MOIKHOCTE OJIOKHPOBKH
OTNPABKH COOOIIEHMH C ONpeJIeNeHHBIX aJIPECOB;

8. Ecim Tel cBupmerens kubepOymimbra. Teou  neHCTBUS:
BBLICTYIINTL MPOTHUB NpPECHeOBaTeNs, NOKa3aTh €My, YTO €ro ACHCTBUS
OLCHHUBAIOTCS ~ HETaTMBHO, NOJJIEPKATH  JKEPTBY, KOTOPOH  Hy#kKHa
ICUXOIOorKyecKas noMoulb, COOOLIMTE B3pOCHLIM O (akTe arpecCHBHOIO

[NOBEIOECHHS B CETH.

MoOuabHbIH TeaedoH

CoBpemennblie cMapTHOHBI U TUTAHIIETH! COAEPKAT B Cebe BIOHE B3POCJILIH
DyHKUMOHAN, ¥ Termeph OHH MOTYT KOHKYPHPOBATH CO CTallMOHAPHBIMU
KomnbioTepamu. OQHAKO, CPEACTB 3aUMThI JUIA HOJ0OHBIX YCTPONCTB MOKA OYCHb
Mano. TecTUpoBaHME UM TOMCK YS3BUMOCTEH B HMX IPOMCXOAMT HE TaK
MHTEHCUBHO, Kak juis [TK, 1o e camoe kacaeTcs U MOOHIILHBIX IIPUIIOKEHHIA.

CospemenHble  MoOuibHBIC —Opay3epbl YK€ NPAKTHYECKM JIOTHAJIM
HACTOJILHBIC aHAJIOrH, OJHAKO pacluMpeHue QYHKOHOHAIA BICYET 3a coOoi
OONBILYIO CTIOKHOCTH U MEHBIITYIO 3ALIUICHHOCTE.

Janeko ne Bce NMPOU3BOMUTENM BBINYCKAIOT OOHOBIEHWS, 3aKPHIBAIOLIUE
KPUTHYECKHE YI3BUMOCTH 151 CBOUX YCTPOMCTB.

OcHoBHBIE COBETBI /IIsl 0€30MaCHOCTH MOGHILHOI0 Tenedona:

l.  bynp octopoxkeH, Benp korna tebe npemiaratoT OecniaTHbii

KOHTEHT, B HEM MOTYT OBITH CKPBITBI KAKUE-TO IJIATHBIE YCIIYTH;

2. Jlymai, npexae yem ornpasuTh SMS, doro uau Bupeo. Thl

TOYHO 3HaClb, rAc OHH 6y,HyT B KOHEYHOM HTOre?

3. Heobxomumo OOHOBIATH ONEPALMOHHYIO CHCTEMY TBOEro
cMapToHa;

4, Hcnonb3yih  aHTUBUPYCHBIE TIPOTpPaMMBl  JUId  MOOMIBHBIX
Tene(OHOB;

5. He 3arpy:xail NpuI0XKEHUsI OT HEM3BECTHOIO UCTOYHHMKA, BEIb

OHM MOTYT COAEPIKATh BPEJOHOCHOE MPOrpaMMHOE 0OeCeueHUE;



6. [Tocne TOro kak Thl BBIMAEIIL C CaliTa, A€ BBOJMII JIMYHYIO
uH(OpMaIKIO, 3aiii B HACTPOIKU Opay3sepa M yaanu cookies;

% Hepﬁo,uuqecﬁﬂ NpoBepsAH  KakWe  IUIATHBIE  YCIYTH
AKTUBUPOBAHbI HA TBOEM HOMEDE;

8. JlaBaii cBo#t HOMeEp MOOMIILHOrO TenehoHa TOIBKO JIHOJIAM,
KOTOPBIX ThI 3HACIIE U KOMY JIOBEPSICILD;

9. Bluetooth pmomxkeHn OBITH BEIKIIOYEH, KOIrIAa Thl MM HE

noJib3yeuibesi. He 3a0b1Bali HHOr 1A MPOBEPATH ITO.

OQUIIHHET WU KpPaxKa JUYHBIX JAHHbIX

I'naBnasg nens ¢uuuuar - Buma HWHTEPHET-MOINIEHHHYECTBA, COCTOMT B
NOTy4YeHHH KOHQHICHIHATBHBIX JaHHBIX M0JIh30BATEICH — JOMHHOB K HapOJiel.
Ha anrnmiickom s3pike phishing uuraercs kak ¢uumuar (or fishing — priGHas
JloBnd, password — Hapoji,).

OcHoBHBIE COBETHI O GOpble ¢ PUIIHHTOM:

1. Cnenu 3a cBouM akkayHTOM. ECilM Thl 0I03peBaeILb, YTO TBOS
aHkeTa OblIa B3JOMaHa, TO HEOOXOAMMO 3a0IOKHpOBATH €€ U COOOUIUTH
aZIMMHHCTpaTOpaM pecypca 00 3TOM Kak MOKHO CKOpPEE;

2.  Hcnons3yd 0e30IacHbIE BEO-CAWTHI, B TOM YMCIE, MHTEPHET-
Mara3uHOB M MMOMCKOBBIX CHCTEM;

5 Wcnonb3yit cloxHBe U pasHble naposd. Takum o0pazoMm, eciu
Te0s B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH MOJYyYaT JAOCTYI TOJIbKO K OJHOMY
TBOEMY HPO(MIIIO B CETH, & HE KO BCEM; |

4.  Ecmu 1eba B3aOMand, TO HEOOXOAMMO MPENYNPENUTL BCEX
CBOMX 3HAKOMBIX, KOTOpbie J00aBIeHEl y TeOs B APY3bsiX, O TOM, 4TO TeOs
B3IIOMalH M, BO3MOXKHO, OT TBOEro MMEHM OyIeT pacCbllaTeCA cham |

CCBIJIKHM Ha (bHIHHHl"OBBIC CaﬁTbI;

5. Ycradoeu HagexHbli napois (PIN) Ha MOOHIBHEIA TENe()OH;
6. OTKII049H cOXpaHeHue napos B Opaysepe;
7.  He oTkpeiBail (adnel U ApPYrde BIOXKECHMS B IUCbMax Jaxce

eClIM OHM IPMULIM OT TBOUX Ipy3ei. Jlydlle yTouHH y HUX, OTIIPABJIAIH JIH

ouu Te0e 3TH (haHIbl.



